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ABSTRACT

n recent history, America witnessed cyber breaches at Snapchat, where employees

had personal information stolen by way of a phishing scam; Premier Healthcare,

which saw unencrypted data pertaining to more than 200,000 users stolen from a

laptop; Verizon Enterprise Solutions, who had the information of 1.5 million cus-
tomers stolen by hackers; and LinkedIn, who saw a 2012 data breach “come back to
haunt them when 117 million e-mail and password combinations stolen by hackers
four years ago popped up online".” These are just some of the many breaches experi-
enced recently, which also included the hacking of a Presidential candidate by actors
of a foreign nation-state, potentially an act of cyber warfare.

Who is going to protect US citizens from these threats? In January 2017, CSO Online
reported that “A Forbes story in 2016 reported there would be 1 million cybersecurity
job openings in 2017. Some things are worth repeating. There were 1 million cyber-
security job openings in 2017, give or take. Not much has changed over the past year.
Can armies of interns close the cybersecurity skills gap asked a Fast Company story
in September of 20167 Not likely. In the US, and internationally, there’s not enough
cybersecurity grads — or computer science grads with cyber credits?.” This begs the
question, “what constitutes the best practices in a cybersecurity program that will
educate these future professionals?” What is the right balance between the breadth of
the curriculum in such a program and its depth? This paper will attempt to answer
those questions by describing how our university’s NSA accredited program was
created, the courses it contains, and the pedagogical methods it employs to educate
and prepare future cybersecurity professionals for the workplace.
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[. HISTORY OF THE PROGRAM

When the Information Technology (IT) major
was introduced at Armstrong State University
(Armstrong) in 2002, there was no requirement
that students take a course in either Computer or
Information Security. Both Computer Science (CS)
and IT students were required to take a course in
Ethical Considerations in Computer Science, which
has since been renamed as Introduction to Com-
puter Ethics and Cyber Security. At the time, how-
ever, there was no course that addressed the grow-
ing field of Information Security. In recognition of
this burgeoning field, in January 2006, Armstrong
offered its first course in Information Security,
approved as a permanent addition to Armstrong’s
IT curriculum. At the same time, Armstrong receiv-
ed funding for its Cyber Security Research Institute,
a non-academic unit closely related to and funded
by the U.S. Department of Homeland Security. The
establishment of this research institute led the ad-
ministration, the Department of Criminal Justice
in the College of Arts and Sciences, and the (then)
School of Computing to create an academic minor
in cybersecurity to be cross-listed between Criminal
Justice and Information Technology.

The curriculum would develop further, in October
2010, when the paper “Curriculum and Pedagog-
ical Effects of the Creation of a Minor in Cyber
Security” was presented at Kennesaw State Uni-
versity’s Information Security Curriculum Develop-
ment Conference (InfoSecCD), now named the Con-
ference on CYBERSECURITY EDUCATION, RE-
SEARCH & PRACTICEP!. It described the issues re-
lated to the creation of an interdisciplinary minor
in Cybersecurity at Armstrong, and its effect on
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the university’s IT major curriculum. At that time, we were not enrolling and graduating
students in the minor because even though the second course in the minor had been cre-
ated in the catalog, its curriculum had not been determined. Consequently, the conclusion
of that paper left the fate of the minor in doubt, stating that much curriculum committee
work needed to be done before the minor was either removed or properly and fully support-
ed ®l. After attending the 2010 InfoSecCD, our department decided that the second course
in cybersecurity would cover Network Security. As enrollment in the minor grew, includ-
ing both IT and Criminal Justice students, we saw the need to expand our curriculum.
Consequently, in the Fall of 2015, we offered our third course in cybersecurity, Ethical
Hacking and Incident Response, making the minor even more robust.

II. STACKABLE CURRICULUM AS A MODEL FOR THE PROGRAM’S DEVELOPMENT
a. CACE and Potential Military Students

At this time, Armstrong created a Center for Applied Cyber Education (CACE). The Cen-
ter is headed by a staff person with a military background in cybersecurity, CACE has
several goals: (1) to coordinate engagement and cooperation in cybersecurity curricular
efforts, such as having cybersecurity students mitigate a simulated attack, and having
English/Journalism students report its findings in the student newspaper; (2) outreach to
the community, as evidenced by CACE’s running the Cyber Patriot program for local high
school students in the Summer of 2016, and again in 2017; (3) marketing the university’s
cyber programs to potential civilian and military students; and (4) to engage in cyber
workforce development.

Because Armstrong is located in Savannah, Georgia, near several major military installa-
tions, including the Army’s Fort Stewart (3rd Infantry Division) and Hunter Army Airfield,
enrolling military students was a priority. However, a challenge particular to that demo-
graphic was that military students might only be able to attend the university for just a
few years before transferring to another installation. Since a student must be enrolled in
a major degree program to earn a minor, this was seen as a major hurdle to overcome in
enrolling military students in what was then Armstrong’s sole cyber program, the minor
in cybersecurity.

b. Stackable Curriculum as a Remedy

The concept of a stackable curriculum was identified as a means of resolving this chal-
lenge. Stackable curriculum, as defined in Portable, Stackable Credentials™, allows stu-
dents to earn shorter-term credentials with clear labor market value and then build on
them to access more advanced jobs and higher wages. These stackable postsecondary
certificates and credentials would offer an accelerated entrance to the job market; this is
essential for students who need to work while in school and may not be able to wait four
to six years to finally earn a marketable credential. “The majority (51%) of post-secondary

SUMMER 2018 | 67



BREADTH VS. DEPTH: BEST PRACTICES TEACHING CYBERSECURITY

certificate programs take less than a year of instructional time to complete, while 41% take
between one and two years Stackable credentials also increase the persistence and motiva-
tion of the learner by offering smaller, yet recognized subgoals .”

This academic concept is not new, but it was brand-new to Armstrong’s Department of
Computer Science and Information Technology, in which most of the courses in the minor
were housed. To meet CACE’s workforce development goals, we created the Undergraduate
Certificate in Cyber Security, and an Associate of Science, Cyber Security Track for en-
rolled students not interested in earning a degree, and enrolled students majoring in vari-
ous unrelated fields. We also modified the Bachelor of Information Technology (BIT) degree
so to have a general IT Track and a Cyber Security Track. The premise in creating these
programs was that if a student matriculated in the Certificate program, and then wanted
to earn a degree, that student could earn the certificate, and then either earn the AS or
BIT with the Cyber Security Track. Considered the first cybersecurity program for student
enrollment, the certificate was created to only require six courses in IT and cybersecurity,
with only one prerequisite - college algebra.

In the Spring semester of 2015, Armstrong began its year-long attempt to earn the cov-
eted NSA-CAE in CDE designation. Armed with a curriculum that included four courses
solely dedicated to Cyber Security and the Interdisciplinary Minor in Cyber Security pro-
gram, this was a rigorous and time-consuming effort. Although the curriculum presented
to the NSA-CAE reviewers was the Minor program that included cybersecurity, Armstrong
included the nascent Undergraduate Certificate and AS in our application. Armstrong was
awarded its designation in December 2015 and presented with the designation certificate
at the National Cyber Summit in June 2016.

ITI. COURSES IN THE PROGRAM - BREADTH VS. DEPTH

In any educational setting, one of the great debates is whether a program of study pro-
vides both breadth and depth of knowledge in that curriculum. When teaching informa-
tion security, one way of defining breadth is “where we want to ensure that our students
understand fundamentals of the various components that are at play in information
security P.” This includes computing but also includes other disciplines, such as law,
psychology, ethics, and communication skills. “Depth in this area is where we sacrifice
some of that breadth for additional skills, training, and practice in some of the specific
tools, skills, and knowledge directly related to the practice of a particular area of informa-
tion security ©.”

a. Breadth of Education in Armstrong's Cybersecurity Programs

In “The Case for Depth in Cybersecurity Education”, the authors state that “all CAE/
IAE (Information Assurance Education, now CDE, or Cyber Defense Education) schools
must map their curriculum to government information assurance standards. While these
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standards provide a broad approach to teaching cybersecurity, employers increasingly
desire depth and breadth of knowledge!©.” This implies that the NSA-CAE program’s
standards do not promote depth of knowledge in cybersecurity. Having gone through
the process of becoming a CAE institution, this is not necessarily accurate. Armstrong’s
cybersecurity curriculum has breadth by taking a holistic approach in teaching cybersecu-
rity, holistic in that learning cybersecurity is not just learning technology. Our curriculum
integrates the “pillars of people, process, and technology ", as all three are crucial for
implementing cybersecurity solutions. We accomplish this in many of our IT and cyber-
security courses through not just labs, but case studies, exercises, and role-playing
scenarios involving non-technical aspects of the discipline. We teach various components
of cybersecurity starting with the fundamentals of Computer Science, touching on it in
courses on Operating Systems, Data Communications, Systems Analysis and Design, and
Network Design and Administration. There is hardly a course in our IT curriculum, exclu-
sive of our cybersecurity courses, which has not been mapped to the NSA-CAE Knowledge
Units (KUs).

b. Depth of Education in Armstrong's Cybersecurity Programs

The depth of instruction in the curriculum is just as important. The article describes
depth in cybersecurity education as starting in high school education, including competi-
tive initiatives such as the Cyber Patriot program. These College competitions also lead to
depth in education. However, depth can also be “supported and even inspired in a class-
room; however, students must take what they learn and apply it independently. Classroom
experiences that support depth must focus on the learner as opposed to the instructor;
they must offer continuous assessment with rapid feedback and the ability for the learner
to focus and direct their learning to meet current tasks!®.” Manson and Pike’s research
highlights “A 2009 Washington Post article covering the debate between depth vs. breadth
in science education defined depth as focusing on a few topics so students have time to
absorb and comprehend the subject vs. breadth as covering every topic so students can
get a sense of the whole and can later pursue those parts they find interesting(¢.”

Since the depth of cybersecurity education is so important, how do we support that prin-
ciple in our curriculum? We do this in two ways: (1) by our courses, and (2) by the meth-
ods used to teach the courses. Our students begin their study of cybersecurity through
two general courses: CSCI 2070, Introduction to Computer Ethics and Cyber Security, and
ITEC 3700, Cybersecurity I, Fundamentals of Information Systems Security. However, the
remaining courses in our curriculum support the principle of depth in education by focus-
ing on just three topics: network security, ethical hacking, and cyber forensics. ITEC 4200,
Network Security, focuses solely on endpoint security —the use of firewalls and VPNs
to secure a network. ITEC 4300, Ethical Hacking, emphasizes the ability of a student to
penetrate a network and conduct reconnaissance, hack it, and then learn how to defend
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such a network. CRJU 5003U, Cyber Forensics, is taught by the Criminal Justice depart-
ment. This course is part of our minor, and it emphasizes real-world labs which allow the
students to use various laboratory tools to examine digital media looking for potentially
incriminating evidence. In the Spring 2017 semester, we also introduced a special topics
course in Cyber Warfare, taught by the Director of CACE. This course was such a success
that it might be made a permanent course in our curriculum, although short of offering a
major in cybersecurity, degree requirements in the current BIT cybersecurity track may
force it to be offered in our undergraduate minor or certificate.

The second way we support the principle of depth is through our instructional meth-
ods. Benjamin Franklin said: “Tell me and I forget, teach me and I may remember, in-
volve me and I learn®.” In keeping with that principle, it is vitally important to include
hands-on laboratory work in a valid cybersecurity curriculum. “Instructors may want to
be imaginative and create their own case studies and laboratory exercises, but time, and
especially in the current era, financial constraints, affect all faculty members.” Rather
than build our own labs, we have chosen to use virtual online labs, originally provided by
the publisher of our textbooks, Jones and Bartlett Learning, and more recently, by InfoSec
Learning. Regardless of provider, the advantages of using virtual labs far outweigh the
time, cost, and physical plant required to create our own labs. In addition, virtual labs, run
in the cloud, enable our students to perform the labs and associated exercises from
anywhere, especially at home. However, the best way that these labs encourage learning
in depth is that they focus on the student rather than the professor. The student must
navigate a prescribed set of exercises, and will either receive positive or negative feed-
back from the labs based on their success in performing the exercises. Both providers
include lab quizzes and challenge exercises, which provide immediate feedback to the
students. Also, not only do many of the labs progressively build on material learned
from previous labs, but they are directly correlated, on a chapter by chapter basis, to the
material taught in the classroom and the textbook.

c. Depth of Education — Repetitive Skill Development

Repetitive skill development is an important way of measuring the depth of a curricu-
lum ). “In his book Outliers, Malcolm Gladwell describes the 10,000-Hour Rule as a key to
success in any field through practicing a specific task that can be accomplished with 20
hours a week for ten years. Ongoing changes in technology and national security needs
require aspiring excellent cybersecurity professionals to set a goal of 10,000 hours of
relevant, hands-on skill development®.” While it is not possible for our curriculum to
provide 10,000 hours of hands-on work in cybersecurity, our labs do provide a measure
of repetitive skill development. For each course, several of the labs use the same virtual
machines and tool to perform different functions and analysis. In this way, the students
become more familiar with the tools. For example, throughout the labs used in the Network
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Security course, the students repeatedly use: a Windows Server attack machine; a Kali
Linux attack machine; Nmap; Zenmap; Wireshark; netstat; ping; port forwarding and
NAT; various different common protocols including FTP, SSH, HTTP, SMTP; and various
different firewalls, including native Windows Firewall, the Linux-based Endian firewall,
and the pfSense firewall; learning how to configure and use RADIUS for access control;
and learning how to configure and use various VPNs, including the PPTP and OpenVPN
tools. The repetitive use of these tools in different exercises provides an effective means
of teaching cybersecurity to our students. In a survey of Network Security students
taken at the end of the Spring 2017 semester, out of nineteen students: 78,9% agreed
or strongly agreed that they “understood the learning outcomes of the InfoSec Learning
labs; 89.5% agreed or strongly agreed that the “lab questions and required screenshots
in the InfoSec Learning labs reinforced and supported the learning outcomes”; and
94.7% agreed or strongly agreed that they “learned the lab concepts from the InfoSec
Learning labs.”

d. Depth of Education - Scalability

Another benefit of using online virtual labs is their scalability. On January 5, 2017, it
was announced that as of January 1, 2018, Armstrong would consolidate with Georgia
Southern University, in Statesboro, Georgia. On that date, we changed from a university
of approximately 7,000 students into one with about 29,000 students, the fourth largest
university in Georgia. Georgia Southern does not have any undergraduate programs
in cybersecurity, and will essentially be acquiring ours. As students currently enrolled
at Georgia Southern discover the new cybersecurity programs, we expect their enrollment
to increase. This may require an increase in online delivery of our cybersecurity courses.
The need to scale up lab exercises to support our curriculum will be significantly enhanced
by using virtual, online labs.

IV. CONCLUSION

Developing and implementing an effective cybersecurity education program must in-
corporate both breadth and depth of educational practices. An effective cybersecurity
program in an organization or corporation does not exist in a silo. Similarly, breadth of
knowledge is vital to a useful university cybersecurity program of study because a student
must understand the totality of the field and how it interacts with many other disciplines.
However, the depth of education in cybersecurity is just as important, if not more import-
ant, because it ensures that students receive instruction and skill development in specific
topics needed to become entry-level practitioners in the field. Our program at Armstrong
is well on its way to providing such a solid education, and will only grow as we consolidate
with Georgia Southern University in 2018.@
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